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Accurately linking people with information about them that is stored across various systems is common to many life activities
—such as when qualifying for a loan or registering to vote. While all industries don’t always get data matching right, this
problem can be particularly challenging in healthcare. One example of the problem can be seen at a single Houston health
system, which reported it has 2,488 records with the patient name Maria Garcia, of which 231 Maria Garcias share the same
birth date.  Some of these records are likely duplicates, but how many and which ones?

One in five hospital chief information officers report that ineffectively linking people to their records—called matching—led to
at least one case of patient harm in the prior year.  Another study found that the cost of fixing each incorrectly merged record
can exceed $1,200.

Better matching would help organizations more effectively exchange data and give patients and clinicians more accurate
information, as well as reduce costs by preventing duplicate tests and support more robust research using real world data.

Match rates vary widely. Facilities within the United States can achieve match rates of 90 percent or higher when the
organization maintains high data quality and uses the same version of a health record system.  On the other end of the
spectrum, at some facilities up to 20 percent of patient records are not accurately matched within a healthcare system,  and
error rates can approach 50 percent when sharing across facilities, though significant variation exists among organizations and
technologies.

Matching issues arise when records for the same patient are not linked, resulting in inaccurate record creation, or when
records for different individuals are inadvertently merged—a far rarer occurrence. These errors can originate during patient
registration for an appointment, or when exchanging data among facilities. Demographic data derived from electronic health
records are commonly used to match patients. Some organizations rely on unique identifiers—such as numbers or biometrics
(like palm scans)—to locate patient records. Many healthcare systems outside the United States use national identifiers,
though Congress to-date has prohibited the use of funds for such an approach domestically due to concerns around privacy
and government regulation.

Improving patient matching has garnered widespread public and private sector interest.  The Government Accountability
Office, responding to a bipartisan request from Congress, is studying approaches to matching.  The Office of the National
Coordinator for Health Information Technology (ONC) launched a contest to evaluate different matching algorithms.  And
the College of Healthcare Information Management Executives (CHIME) sponsored a patient identification competition.
The ONC competition used a database containing synthetic data to compare the effectiveness of different algorithms and the
three winners all required some amount of manual review to adjudicate complicated linkages. While CHIME selected four
finalists in its competition, the organization suspended the competition late last year after concluding that the goals were not
met.

These independent activities—and because different technologies are used in healthcare for identification and matching—
could be strengthened with a coordinated strategy to ensure effective matching across organizations. To advance such a
strategy, in 2017, The Pew Charitable Trusts and Dr. John Halamka, MD, chief information officer of the Beth Israel
Deaconess Medical Center and a professor at Harvard Medical School, convened approximately two dozen patient matching
experts from government, technology vendors, healthcare systems, and other organizations. The group, many of whom are
authors of this article, sought to identify key characteristics that a nationwide matching strategy should embody. The group did
not intend to promote a single technology or generate consensus, but rather to hear different perspectives from competitors in
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the marketplace. This article summarizes the characteristics identified by this group, and outlines actions the public and private
sectors can take to advance a nationwide strategy for improved patient matching.

Characteristics Recommended for Improving Patient Matching

A nationwide strategy to improve patient matching should include several key elements, including its governance, design, and
value provided.

Governance and Policy

A nationwide approach to patient matching would address the disparate and conflicting methods used to identify and match
patients to their health information, including demographics, biometrics, and other credentials. For example, healthcare
organizations that implement different biometrics (e.g. one facility uses palm veins and another iris scans) may not be able to
use them for matching between different facilities. A coordinating entity that establishes best practices and points to standards
could address several challenges—such as how to depict different biometrics. This coordinating entity should have the
following characteristics:

Trusted organization: A neutral coordinating organization with balanced stakeholder representation that is dedicated
to improving care quality and coordination should manage the development, policies, and evolution of a nationwide
strategy. This organization would identify needed policies, ensure that solutions complement one another, and assess
whether approaches are overly burdensome to resource-constrained organizations—such as critical access hospitals.
This organization should maintain policies for patient identification, support improved data quality, establish criteria for
solutions, develop rules, and identify standards that technology developers and hospitals would agree to follow. In effect,
this trusted entity would establish a standards-based infrastructure to improve patient matching. This entity should focus
on technology-neutral approaches in the absence of a critical mass of support for a single solution.
Private  sector-led: The private sector should lead the strategy, with government supporting—but not directing—
efforts because providers and technology developers will bear primary responsibility and implementation costs.
Meanwhile, federal and state governments could enact policies to support recommendations, such as incentives for
adherence to standards.
Universal data exchange policy: Currently, healthcare organizations often enter into data sharing agreements with
each information exchange partner, which can be costly and time-consuming.  Creating a universal policy supported by
a trusted entity would define how and what data can be used for matching, and set privacy rules and other appropriate
policies salient to matching. Such a universal agreement could function as an authoritative reference or implementation
guide that could be leveraged and adopted by hospitals and organizations that facilitate information exchange—such as
the CommonWell Health Alliance, a not-for-profit association of health information technology companies building a
data exchange network, and the Sequoia Project’s Carequality, a public-private collaborative that relies on consensus-
based processes for inter-network interoperability.
Transparency and trust: The success of a nationwide strategy relies on ubiquitous implementation by healthcare
organizations and acceptance by patients. To achieve large-scale buy-in, the components of a nationwide strategy
should be publicly disclosed. Earning that support must also include ongoing input from patients, providers, technology
developers, and others.
Clarification across states: States may also implement privacy and data exchange policies differently, as federal
regulations only establish minimum requirements that some states expand upon.  Clarifications and consistent
application of data sharing practices across states could facilitate organizations’ willingness to implement a nationwide
strategy. The trusted entity could help harmonize state policies and address variations.

Design, Architecture, and Privacy

As the technological capabilities of organizations vary widely, a nationwide matching strategy should both establish minimum
criteria that should be met while also providing guidelines for further infrastructure development. The architecture should
protect sensitive patient data—such as on substance use—and foster the ability for patients to know who accessed their files
and act on their data sharing preferences where required by federal or state laws.  The strategy should also have the
following characteristics:
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Flexibility: The framework for a nationwide strategy should support different technologies and solutions that can work
together to improve matching to the greatest extent possible. The trusted entity could help build an infrastructure that
allows seemingly incompatible solutions—such as different biometrics—to be used more effectively for matching. Some
healthcare facilities may be able to easily modify how they conduct patient matching, while others may not. As over half
of hospitals use more than one matching method,  support for a heterogeneous mix of technologies is needed to
accommodate variation. Over time, a preferred technology solution may emerge and could be adopted if it has a critical
mass of support.
Trusted identities: Improving patient matching relies on each healthcare organization correctly identifying patients.
Authenticating that individuals are who they say they are—including through the use of multi-factor authentication such
as confirming registration via email or using smartphones—can help improve identification. Organizations should follow
generally accepted approaches—such as those from the National Institute for Standards and Technology or the
National Strategy for Trusted Identities in Cyberspace—for accurately identifying individuals and securing those
identities.
Standards: Health information technology developers and healthcare facilities should support and implement agreed-
upon standards—such as a minimum demographic data set or support for standards identified previously by Integrating
the Healthcare Enterprise or federal advisory committees. This may include government involvement to set and enforce
standards, especially until the establishment of a trusted entity that can oversee the development of a standards-based
infrastructure. Optionality within these standards should be constrained to the greatest degree possible without impeding
innovation.
Error resolution: Healthcare organizations may not easily identify when records are incorrectly matched. A
nationwide matching strategy should enable patients to attest to the veracity of the information contained in a record
and correct any matching errors, and support cross-organization sharing of corrections when mistakes are found in the
absence of patient involvement.
Patient empowerment and choice: Because individuals have different preferences regarding with whom and for
what purposes their information is shared, systems should support this. Patients should be encouraged to speak with
their healthcare providers to understand the benefits and drawbacks of sharing data, and when exchanging information
can legally occur among providers absent explicit consent. Additionally, patient data collected for matching and
identification purposes should not be shared with third parties for non-treatment purposes without their authorization.
For example, some patients may want their medical data merged with grocery store purchases to better characterize
their overall health, while others may not.

Value to Stakeholders

While implementing a nationwide strategy to improve patient matching can improve care quality and reduce costs, it may also
introduce additional risks and costs. Some things to keep in mind include:

Return on investment: The benefits accrued by organizations and patients must exceed the risks, especially for
organizations that bear the greatest implementation costs. Both market forces and government policies can create those
benefits—such as through cost reductions from duplicate records, higher care quality, the ability to participate more
effectively in data exchange networks, and other potential drivers.
Benefits accrue early: The full benefits may not accrue until a critical mass of facilities participates. Organizations
that consider investing early may question whether other organizations will also implement a nationwide strategy. A
nationwide strategy should enable early adopters to realize improvements immediately to encourage adoption.
Legal safeguards: Improved patient matching may also expose healthcare organizations to increased liability if data
are illegally accessed or unintentionally disclosed. These consequences may occur even when organizations follow best
practices and standards and comply with regulations. Legal protections—such as safe harbors—may be needed to
shield healthcare providers, technology developers, and other organizations who act in good faith.

Barriers and Recommended Next Steps

A successful nationwide strategy for improved patient matching faces multiple barriers and requires collaboration among the
public and private sectors.
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First, no single organization currently has the responsibility to improve matching on a nationwide scale. Healthcare providers
and technology developers should agree on the need for a trusted entity to develop a common infrastructure, establish
governance policies, identify a business model, and commit to following the standards and guidance provided by this
organization. This entity—whether identified among existing groups or created anew—may also require seed funding and
assistance in launching these activities.

Second, government agencies should consider policies to advance a nationwide strategy. ONC could update its certification
criteria to add minimum data sets or other best practices, evaluate how to measure matching between facilities, and foster
development of a universal data sharing agreement (which ONC is expected to release this year ). The Centers for
Medicare and Medicaid Services could consider revising its policies, such as by amending its conditions of participation,
working with the Joint Commission on adding patient matching practices to hospital accreditation, or developing other
regulatory clarifications needed to assuage concerns about sharing data. Given that Congress has prevented the federal
government from establishing a national patient identifier, lawmakers should assess whether additional clarifications are needed
for agencies to support a nationwide strategy. State governments can also clarify or harmonize privacy policies that inhibit
matching or data exchange.

Finally, legal and cultural challenges must be considered. Some organizations may fear liability when sharing data or resist
increased patient control. And some individuals may be uncomfortable using biometrics or other technologies, or they may be
concerned about the security of medical information used for matching. Congress should assess whether the implementation of
a nationwide strategy would benefit from appropriate clarifications, work with the private sector in enacting policies, and
evaluate the need for additional safeguards to protect privacy while still ensuring that medically appropriate data can be
communicated.

By enacting a nationwide strategy that embodies these characteristics, hospitals, technology developers, and the broader
healthcare ecosystem can tackle one of medicine’s greatest challenges: the ability to better link patients to their records to
improve care coordination and reduce costs.
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